Subjective Trust Inference in Composite Services

Abstract

In Service-Oriented Computing (SOC) environments, thstiru
worthiness of each service is critical for a service cliergdlect
one from a large pool of services. The trust value of a sefigice
usually in the range of [0,1] and be evaluated from ratingemgi
by service clients, which represent the subjective belighe
service clients on the satisfaction of the service. So & walae
can be taken as theubjective probabilityby which one party
believes that another party can perform an action in a cestai
uation. Hence, subjective probability theory should bepheid

in trust evaluation. In addition, in SOC environments, a ser
vice usually invokes other services offered by differemviee
providers forming a composite service. Thus, the globalttru
of a composite service should be evaluated based on complex
invocation structures.

In this paper, firstly, based on Bayesian inference, we gepo
novel method to evaluate the subjective trustworthinesssef-
vice component from a series of ratings given by servicetdie

In addition, we interpret the trust dependency caused twcser
invocations as conditional probability, which is evaluhbased
on the subjective trust values of service components. Eurth
more, on the basis of trust dependency, we propose a swigjecti
trust inference method, graphical inference method, tluata
the subjective global trust of a composite service. We aisoA
duce the results of our conducted experiments to illustiae
properties of our proposed subjective trust inference atkth

1 Introduction

In recent years, Service-Oriented Computing (SOC) has
emerged as an increasingly important research area attyact
much attention from both the research and industry communi-
ties. In SOC applications, a variety of services across dwsna
are provided to service clients in a loosely-coupled emviro
ment. Service clients can look for preferred and qualifieel se
vices via service registries, invoke and consume servioes f
the rich service environments (Papazoglou et al. 2008).

In SOC, a service can refer to a transaction, such as selling3.

a product online, or a functional component implemented by

Web service technologies (Papazoglou et al. 2008). However

when a service client has to invoke other services from alarg

set of services offered by different service providers fiogn

a composite service, in addition to functionality, trusalso

a key factor for service selection and composition (Li, Wang

and Lim 2009; Papazoglou et al. 2008). It is also a critical

task for service registries to be responsible of maintajtire

list of trustworthy services and service providers, anddirig

them to service clients (Vu, Hauswirth, and Aberer 2005).
Trust is the measure by one party on the willingness and

ability of another party to act in the interest of the formarty

in a certain situation (Knight and Chervany 1996). If thestru

value is in the range of [0,1], it can be taken as the subjec-

tive probability by which, one party expects that anothetypa

performs a given action (Jgsang, Ismail, and Boyd 2007).
Different from peer-to-peer (P2P) information-sharing-ne

4.

by a trust management authority based on the collected trus
ratings representing the reputation of the service.

However, trust management is a very complex issue in
SOC. To satisfy the specified functionality requirementm s
vice may have to invoke other services forming composite
services leading to complex invocation structures and trus
dependencies among services (Menascé 2004). Meanwhile
given a set of various services, different compositions may
lead to different service structures. Although these compo
sitions certainly enrich the service provision, they gsei-
crease the computation complexity and thus make a propel
subjective global trust evaluation very challenging.

In the literature, though there are a number of studies on
the global trust inference of composite services (Li and gvan
2009; Li, Wang, and Lim 2009), some problems remain open.
1. According to the definitions introduced in (Jgsang, I$mai

and Boyd 2007; Knight and Chervany 1996), trust can be

taken as thaubjective probabilityi.e. the degree of belief

that an individual has in the truth of a propositigHamada

et al. 2008; Jeffrey 2004), rather than ttlassical proba-

bility, which isthe occurrence frequency of an evéiines

et al. 2003; Jeffrey 2004). Hencsubjective probability

theoryshould be adopted in trust evaluation.
. In our previous work (Authors 2009b), a Bayesian infer-
ence based subjective trust evaluation approach has bee
proposed for aggregating the trust ratings of service com-
ponents. It assumes that the trust ratings of each service
component conform to normal distribution, which is a con-
tinuous distribution. However, in most existing rating-sys
tems23, trust ratings are discrete numbers, making them
impossible to conform to a continuous distribution. There-
fore, the trust ratings of each service component should
conform to a discrete distribution, based on which subjec-
tive probability theory can be adopted properly.
In composite services, all the dependency between ser
vice components can be represented by direct invocations
When subjective probability theory is adopted in trust eval
uation, this dependency structure should be interpreted
properly with subjective probability.
Although there are a variety of trust evaluation methods
existing in different areas (Knight and Chervany 1996;
Vu, Hauswirth, and Aberer 2005; Xiong and Liu 2004;
Zacharia and Maes 2000), they either ignore the subjective
probability property of trust ratings, or neglect the coexpl
invocation structures. As a result, no proper mechanism ex-
ists yet for inferring the subjective global trust of comip@s
services.
In this paper, we first propose a Bayesian inference basec
subjective trust estimation method for service componénts
addition, we interpret the trust dependency caused byervi
invocations as conditional probability, which can be eatdal
based on the trust values of service components. Furtheymor

works or eBay system, where a binary rating system is adopted on the basis of trust dependency, we propose a subjectste tru

(Jgsang, Ismail, and Boyd 2007; Xiong and Liu 2004), in

SOC, arating given by a service client is usually in the range
of [0,1] (Jgsang, Ismail, and Boyd 2007; Vu, Hauswirth, and

Aberer 2005; Wang and Lim 2008), representing the subjec-
tive belief of the service client on the satisfaction of aidel

ered service. The trust value of a service can be evaluated

inference method to evaluate the subjective global trust of
composite service.

http://www.eBay.com/
2http:/iwww.epinions.com/
Shttp:/iwww.youtube.com/



This paper is organized as follows. Section 2 reviews exist-
ing studies in service composition & selection and trustman
agement. Section 3 briefly introduces composite servicts wi
six atomic invocations. Section 4 presents our novel stiigec
trust inference method in composite services. Experimagts
presented in Section 5 for further illustrating the projesrof
our method. Finally Section 6 concludes our work.

2 Related Work

The trust issue has been widely studied in many applica-
tions. In e-commence environments, the trust management
system can provide valuable information to buyers and prteve
some typical attacks (Wang and Lim 2008; Zacharia and Maes
2000). In P2P information-sharing networks, binary raging
work pretty well as a file in P2P networks is either the defini-
tively correct version or not (Yu, Singh, and Sycara 2004).
In SOC environments, an effective trust management system
is critical to identify potential risks, provide objectitreist re-
sults to service clients and prevent malicious serviceiferg
from easily deceiving clients and leading to their huge mone
tary loss (Vu, Hauswirth, and Aberer 2005).

As we have pointed out in Section 1, trust is tubjective
belief and it is better to adoubjective probability theory
to deal with trust evaluation. In the literature, there ayms
works to deal with subjective ratings. Jgsang (2002) prepos
a framework for combining and assessing subjective ratings
from different sources based on Dempster-Shafer belief the
ory. Wang and Singh (2007) set up a bijection from subjective
ratings to trust values with a mathematical understanding o
trust in multiagent systems. However, both models use ei-
ther a binary rating (positive or negative) system or a eripl
rating (positive, negative or uncertain) system that is enor
suitable for security-oriented or P2P file-sharing trushma
agement systems. In SOC, a rating[@n1] is more suitable
(Yu, Singh, and Sycara 2004).

In real SOC applications, the criteria of service selection
should take into account not only functionalities but altdweo
properties, such as QoS (quality of service) and trust. In
the literature, a number of QoS-aware Web service selection
mechanisms have been developed, aiming at QoS improve-
ment in composite services. Zeng et al (2003) present a gen-
eral and extensible model to evaluate the QoS of composite
services. and a service selection approach using linear pro
gramming techniques to compute the optimal execution plan
for composite services. The work by Haddad et al (2008) ad-
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Figure 2: TheSIGfor the travel plan

Considering service invocation structures in composite se
vices, Li and Wang (2009) propose a global trust evaluation
method. However, this method has not taken the subjective
probability property of trust into account. In our previous
work (Authors 2009b), we propose a Bayesian inference basec
subjective trust evaluation approach which aggregatesithe
jective ratings from other clients. Nevertheless, thisrapph
still has some drawbacks. Firstly, it assumes that trustgat
conform to normal distribution, which is a continuous distr
bution. However, trust ratings adopted in most existingnoat
system&?? are discrete numbers. Thus, they cannot conform
to a continuous distribution. Secondly, the subjectivebpro
bility method (Bayesian inference) in (Authors 2009b) is to
evaluate the trust value of service components, ratherttiean
global trust value of composite services. Finally, althwoitg
has considered service invocation structures, the globst t
evaluation of composite services has not taken the subgecti
probability property of trust into account.

Considering the complex invocations of composite seryices
a proper subjective global trust evaluation method is resugs
and important for trust-oriented composite service selact
and discovery. This is the focus of our work in this paper.

3 Service Invocation Model

A composite services a conglomeration of services with in-
vocations between them. Six atomic invocations (Li and Wang
2009; Li, Wang, and Lim 2009) in composite services are in-
troduced below and depicted in Fig. 1.

dresses the selection and composition of Web services based® Sequential InvocatianA serviceS invokes its unique suc-

on functional requirements, transactional properties@o8
characteristics. In this model, services are selected iy w
that satisfies user preferences, expressed as weights o%er Q
and transactional requirements. Xiao and Boutaba (2005)
present an autonomic service provision framework for estab
lishing QoS-assured end-to-end communication paths scros
domains. The above works have their merits in different
aspects. However, none of them has taken parallel invoca-
tion into account, which is fundamental and one of the most
common invocations in composite services (Menascé 2004;
Yu, Zhang, and Lin 2007).

Xu et al. (2007) propose a reputation-enhanced QoS-basede

Web service discovery algorithm for service matching, rank
ing and selection based on existing Web service technaogie
Malik and Bouguettaya (2009) propose a set of decentralized
techniques aiming at evaluating trust with ratings to faati
trust-based selection and composition of Web servicessd he
works adopt non-binary discrete ratings. However, in these
works, neither the subjective probability property of trasr
service invocation structure has been taken into account.

ceeding servicel. Itis denoted aSe(S: A) (see Fig. 1(a)).
Parallel Invocation A serviceS invokes its succeeding ser-
vices in parallel. E.g., ifS has successord and B, it is
denoted a®a(S: A, B) (see Fig. 1(b)).

Probabilistic Invocation A serviceS invokes its succeed-
ing service with a certain probability. E.g., §f invokes
successorgl with the probabilityp and B with the proba-
bility 1 — p, it is denoted a®r(S: Alp,B|1 — p) (see Fig.
1(c)).

Circular Invocation A serviceS invokes itself forn times.
Itis denoted a€i(Sn) (see Fig. 1(d)).

Synchronous ActivatiorA serviceS is activated only when
all its preceding services have been completed. E.d, if
has synchronous predecessdrand B, it is denoted as
Sy(A,B: ) (see Fig. 1(e)).

Asynchronous ActivatiorA serviceS is activated as the re-
sult of the completion of one of its preceding services. E.g.
if S has asynchronous predecessérand B, it is denoted
asAs(A,B: ) (see Fig. 1(f)).

Here we introduce an example of composite services.



Figure 3: A service execution flow i8IG

Example 1 Smith in Sydney, Australia is making a travel
plan to attend an international conference in Atlanta, Gaor
USA. His plan includes conference registration, airlinenfr
Sydney to Atlanta, accommodation and local transportation
Regarding conference registratién Smith could pay online
D or by faxE with a credit card.. Regarding accommodation
reservatiorB, Smith could make a reservation at hofelG
or H with credit cardL. According to the hotel choice, Smith
could arrange the local transportation, e.g. take ahio F,
take a taxiM or a busN to eitherG or H. Regarding airplane
bookingC, Smith could choose from airlindsJ andK with
the credit card. for the payment.

In Example 1, starting with aervice invocation root &nd
ending with aservice invocation terminal Qthe compos-
ite service consisting of all combinations of travel plaas c
be depicted by a&ervice invocation grapliSIG) in Fig. 2.
Each feasible travel plan is termed aseavice execution flow
(SEB), which is the subgraph &1G. An SEFexample of the
SIGin Fig. 2 is plotted in Fig. 3.

When a client searches the optingftFwith the maximal
global trust value from multipléSEFs in anSIG, a proper
mechanism is necessary for inferring the subjective global
trust of anSEFfrom the trust ratings of service components
and invocations between service components. This trustinf
ence mechanism will be introduced in the next section.

4 Subjective Trust Inference

If the trust rating is scaled in the range [6f 1], it represents
the subjective probability with which the service providan
perform the service satisfactorily (Jgsang, Ismail, angidBo
2007). Thereforesubjective probability theor{Hines et al.
2003; Jeffrey 2004) is the right tool for dealing with truat-r
ings (Li, Wang, and Lim 2009).

In Section 4.1, based on Bayesian inference, which is an
important component isubjective probability theorywe pro-
pose a novel method that evaluates the subjective trust-of se
vice components from a series of ratings given by service
clients. In Section 4.2, we propose a subjective trust infer
ence method that infers the subjective global trust value of
an SEFfrom the trust values and dependencies of all service
components.

4.1 Trust Estimation of Service Component

In most existing rating systert’s, trust ratings are discrete
numbers, making the number of occurrences of ratings of
each service component conform to a multinomial distrduti
(Hines et al. 2003). That is because in statistics if eaeth tri
results in exactly one df (k is a fixed positive integer) kinds

of possible outcomes with certain probabilities, the nunatbe
occurrences of outcome1 < ¢ < k) must follow a multino-
mial distribution (Hines et al. 2003).

Rating Space and Trust Space In real systems, the trust
ratings of a service given by service clients are repregente
by a series of fixed numbers. For example, the ratings at
eBay' are in the set of —1,0,1}. At Epiniong, each rat-

ing is an integer in{1,2,3,4,5}. At YouTubé€, the rating

is in {—10,-9,...,10}. In order to analyze these ratings,
they should be normalized to the range[@f1] in advance.

Hence, the intervalo, 1] is partitioned intok mutually ex-
clusive ratings, sayi,72,..., andry (0 < r; < 1). For
example, at Epiniorfs after normalization, the ratings are in
{0,0.25,0.5,0.75,1}. Hence,; = 0, rp = 0.25, 73 = 0.5,

rqy = 0.75, andrs = 1. Letp, = P(r;) be the probabil-
ity for a service to obtain the rating (: = 1,2,...,k), and
Zlepi = 1. Letz; be the number of occurrences of rating
r; in the rating sample, and = % | ;.

Traditionally, some principles (Jgsang, Ismail, and Boyd
2007; Wang and Lim 2008) have been considered in trust eval-
uation. One of them is to assign higher weights to trust val-
ues of later services (Li and Wang 2008; Zacharia and Maes
2000), which can be interpreted as discounting formethe
number of occurrences of, over time. Because of such dis-
count, z; is taken as a real number. Accordingly, the rating
space is modeled & = R, ak-dimensional space of reals.

Definition 1 Therating spacdor each service component is
R={X=(z1,22,...,2)|z; >0,2,€R,i=1,2,...,k}.
Following the definition in (Jgsang 2001), the trust space fo

each service component can be partitioned tnist (a good
outcome)distrust(a bad outcome) anghcertainty

Definition 2 Thetrust spacdor each service component is
T={(du)|t>0,d>0,u>0,t+d+u=1}
Hence, ifC is a service component in composite services,

then lettc, do, anduc denote the trust, distrust and uncer-
tainty of C', respectively.

Bayesian Inference The primary goal of adoptinBayesian
inference(Hamada et al. 2008; Hines et al. 2003) is to sum-
marize the available information that defines the distrdyut
of trust ratings through the specification of probabilitynee
sity functions, such as prior distribution and postericstidk
bution. Theprior distribution summarizes the subjective in-
formation about the trust prior to obtaining the rating séemp
X = (z1,29,...,z). OnceX is obtained, the prior distribu-
tion can be updated to have thesterior distribution

LetV = (p1,p2,...,Pk—1) andp, = 1 — Zf;llpi. Be-
cause of lacking additional information, we can first assume
that the prior distributiorf (V') is a uniform distribution. Since
the rating sampleX conforms to a multinomial distribution
(Hines et al. 2003), i.e.

Hp (1)
z 1( .

fXV) =
the posterior distribution can be estlmated (Hines et €320

) - i )
fo fo fo (XV)f(V)dprdpz - - - dpr—1
— (1- Zz _1 pi)°* Hf 11 P
fol fol e fol((l iz | pi)oe Hf 11 p;)dpidps - - - dpr—1

Certainty and Expected Probability The certainty of trust
captures the confirmation of trust from ratings, i.e. fovgras
with the same trust value, the service client prefers thecer
with the trust determined by more ratings (Jgsang 2001).

In this section, the certainty of trust is defined based on sta
tistical measure (Wang and Singh 2007). Since the cumaelativ
probability of the probability distribution of” within 2 must
be 1, let the distribution ofl” follow the function given be-
lowg:Q =1[0,1 x [0,1] x --- x [0,1] — [0, 00) such that
Jo g(V)dV = 1. Hence, the mean value gfV") within Q is

% = 1. Without additional information, we take the

prior distributiong(V') as a uniform distribution. The certainty
can be evaluated based on the mean absolute deviation fror



Table 1: Ratings for service components in 8teF

S A B C D F T L M ] Q
1 1 05| 1 |075]| 1 |075] 1 1 | 075] 1
s T |075] 1 |075] 1 T T [ 075] 1 T
3 1 | 075] 075| 0.75] 025 | 1 1 1 1 1
s 1 1 1 | 075] 1 1 1 1 | 075] 1
i 1 1 1 1 1 |07 1 1 1 1
o 1 1 | 075] 075| 025] 075 | 1 1 1 1
t7 1 05 | 1 |075] 0 | 05| 1 1 | 075] 1
s 1 T | 075] 075 1 | 075] 0.75| 1 1 1
o T T | 075] 0/5| 075] 1 | 05 | 1 T T
1o T | 075] 075| 075] 0.75| 075| 1 | 0.75| 1 1
t11 T | 075] 075| 05 | 1 1 | 07/5] 1 1 1
1o 1 | 075] 1 T |075] 1 | 05 |075] 05| 1
13 T | 075] 0.75| 075 | 1 1 0 1 05 | 1
T4 1 1 05 | 075] 0.75| 1 1 1 1 1
15 1 1 1 | 075] 1 | 075 1 1 | 075] 1
16 T T T |075] 1 T T 1 [075] 1
17 1 1 T |025]| 025| 1 | 05 | 075]| 1 1
tig | 075| 1 | 075| 05 | 1 1 1 1 1 1
tio 1 [075] 075 1 T 1 | 075] 075] 1 1
a0 1 1 1 05| 1 |075] 1 1 |075] 1

the prior distribution (Wang and Singh 2007). Sing&) has

a mean value of, both increment and reduction froinare
counted bylg(V) — 1|. So4 is needed to remove the double
counting. Therefore, the certainty is defined as follows:

Definition 3 Thecertaintybased on rating sample is

(X) = / T CD Wi )i | S
- k—1 k—1
2Ja [o((0 =300 pi)= [Tz, pi)dV
Since 1 is the middle point of the range of rating 1],
which represents the neutral belief between distrust arsd, tr
the ratings in(%, 1] can be taken as positive ratings and the
ratings in[0, %) can be taken as negative ratings.

Definition 4 Thepositive expected probabilitan be charac-
terized by the expected value of the probability of a positiv
rating (20 — 1)z
() = Zr N
D1 Ti
and thenegative expected probabiliban be characterized by
Z”<% (1 — 27"1)11

BX) = ST (4)

From Rating Space to Trust Space

Definition 5 Let Z(X) = (¢,d, ) be a transformation func-
tion from rating spacer to trust spacd” such thatZ (X) =
(t,d,u), wheret = ac, d = B¢, andu =1 — (a + f)e.

According to Definition 5, we have the following property.
Property 1 For the trust rating; € [0, 1], we have

1|dV

3)

distrust, if r; <d;
r; isq uncertainty, ifd <mr; <d+ u; (5)
trust, ifr; >d+ u;

Example 2 We take the service execution floBEF) in Fig.
3 as an example to illustrate the trust estimation of a servic
component. All ratings of the service components in Fig. 3
are taken from Epiniortsand are listed in Table 1.

For service component, according to Definitions 3, 4 and
5, based on the ratings listed in Table 1, we can ohtain
0.88, « = 0.48, 8 = 0.03,¢t = 0.42, u = 0.56 andd = 0.02.
According to Property 1, for a rating; of C, we have

distrust, if re; <0.02;
roi is{ uncertainty, if 0.02 < rg; < 0.58; (6)
trust, if re; > 0.58.

4.2 Subjective Trust Inference Method

In this section, we introduce the probability interpredatof
trust dependency in composite services, and propose acsubje
tive trust inference method: graphical inference method.

Probability Interpretation of Trust Dependency In com-
posite services, all the dependency between service compa
nents can be represented by direct invocations in Fig. .1if i.e
service componem is dependent on service componéht
then there should be a direct invocation frdhto A. There-
fore, theservice dependency principkeintroduced.

Principle 1 In composite services, a service component is
only dependent on its direct predecessor(s), and indepénde
of any other service components.

According to Principle 1, the followingrust dependency
propertyin composite services is derived.

Property 2 In composite services, the trust of a service com-
ponent is only dependent on its trust propensity and the trus
of its direct predecessor(s), and independent of the tf@styo
other service components.

In an attempt to formalize the probability interpretatidn o
trust dependency in Property 2, we identify the probabdity
the trust dependency @td = Sc with P(Sc|Pd), wherePd
is the direct predecessor §t: and P is the subjective proba-
bility function. In the endeavor to furnish a logical anasysf
trust dependency in composite services, according to #e th
orem about probabilities of conditionals and conditionalp
abilities (H6jek 2001), the following principle is introded.

Principle 2 There is a certain invocatior in a composite
service such that for the rational subjective probabilitpd-
tion P, if the direct predecessors of service compongnt
are service componeni¥d,, Pds, ..., Pdy, for each service
componeniSc in the composite service, we have
P(Sc|PdiANPdaA...ANPdy)=P(PdiAPdaA...ANPdj = Sc)

Following Principle 2, the important link between probabil
ity theory and invocations in composite services has bedn we
established, then probability theory will be a source oighs
into the invocation structure of composite services. Now we
try to evaluate the conditional probability value for thastr
dependency in composite services.

In subjective probability theory (Jeffrey 2004), the folto
ing principle has been proposed for building a bridge from ob
jective probability, i.e. the occurrence frequency of aardgv
(Hines et al. 2003), to subjective probability, i.e. the g
of belief that an individual has in the truth of a proposition
(Hamada et al. 2008; Hines et al. 2003).

Principle 3 In subjective probability theory, without any ad-
ditional knowledge, our knowledge that the chance of hypoth
esisH has probabilityp guarantees that our subjective prob-
ability for H is p. l.e. if P(the chance off hasp)=1, then
P(H) =0p.

Therefore, according to the definition of conditional proba
bility and Property 1, in aSIG, the trust dependency, which is
the conditional probability of the trust of a service compoh
given the trust of its predecessors, can be evaluated based ©
Principle 3. In addition, since the service invocation rioan
SlGhas no predecessor, its trust dependency can be evaluate
according to Property 1 and Principle 3 directly.

Here we assume that when a rating of a delivered service is
stored by the trust management authority, the invocatitaa re
tionship (i.e. its predecessor(s)) is also recorded.

Example 3 Let us continue the computation in Example 2 to
illustrate the evaluation of the conditional probabilitglwe
for the trust dependency in composite services. In Example 2
every rating of service component can be judged as distrust
uncertainty or trust. Here we take trust dependeRty |t)
as an example to illustrate the computation details.

Following Property 2P(t;|t) has no relation to the trust
of any other service component, which make it possible to
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adopt Principle 3. Hence, according to the definition of ¢gond
tional probability,P(¢;|t¢) is the chance of the trust of service
component given the trust of service componetit Follow-
ing the ratings in Table 1, we hav&(t;|tc) = 13/20 = 0.65.

Graphical Inference Method In this method, we firstly in-
troduce an empirical rule. In composite services, the dloba
trust value of arSEFcan be determined when all its service
dependency is trustworthy.

According to Principle 2, the subjective global trust vatfie
anSEFcan be taken as a joint probability distributiBitser).
Therefore, mathematically the equivalent assertion oéthe
pirical rule is that

Property 3 The joint probability distribution of the subjective
global trust value of aEFcan be factorized into a series of
trust dependency in theEF i.e.

P(tser) = [[ P(tl
vESEF u(® €SERu(® =v
Let’s take theSEFin Fig. 3 as an example to evaluate its
subjective global trust. Following Property 3, we can abtai

P(tSEF) = P(ﬁs)P(ﬁA|t5)P(ﬁB|ts)P(ﬁc|ts)P(ﬁD|ﬁA)
P(ﬁF|tB)P(t[|ﬁc)P(tL|ﬁD Atp Atr)
P(ﬁM|tF)P(tQ|tL /\tM) (8)

Since each trust dependency (e.B(tr|tc), or P(tgltr A
tar)) in Eg. (8) can be evaluated (as illustrated in Example 3),
the subjective global trust value of &EFin Fig. 3, P(tsep),

can be evaluated.

5 Experiments and Analysis

In this section, we will study the properties of our trusti-est
mation method for service components, after which we will
present the results of conducted experiments for studyimg o
subjective trust inference method.

In these experiments, ratings are from Epinfgnghich is
a popular online reputation system, where each rating is an
integer in{1,2,3,4,5}. After normalization, the rating is in
{0,0.25,0.5,0.75, 1}. The dataset of ratings in this paper has
664824 ratings in total. Out of all ratings, 6.50% are 0, %62
are 0.25, 11.36% are 0.5, 29.23% are 0.75 and 45.28% are 1.

5.1 Important Properties in Trust Estimation

Since certainty is important for the trust estimation, vhic
is the fundamental of our proposed subjective trust infegen
method, we will illustrate several important propertiexef-
tainty in this section.

Letzx; be the number of occurrences of ratingn the rating
sample, wher® < i < k. In this section, we illustrate the
cases whem; = x5 = z3 = 0, since the ratings at Epinions
are observed to be surprisingly positive.

Firstly, let us consider a scenario where the total number of
ratings is increasing whery = z, = z3 = 0 and the ratios
of x4 andx; is fixed. Let the ratio of, andxs be3 :7,4: 6

tu@). (7)

—— X, #x;=150
—a— X% =120
X, +%g=90

50 100
Number of rating r,=0.75: X,

Figure 5:Certainty with fixed summation.afandzs
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Figure 6: Certainty withz, andzs whenz; = 2o = 23 =0

and5 : 5, and we can observe the function curves of certainty
change in Fig. 4, where Fig. 4 (right) is a part of Fig. 4 (left)
We can have the following theorem that is also illustrated in
Fig. 4.

Theorem 1 If the ratio ofz; : z; (i # j) is fixed, then the
certainty of ratings increases with the total number ohiggi
given the fixed all the other number of rating.

Due to space constraint, the full proofs of all theorems in
this paper are included in a technical report (Authors 2D09a
Secondly, let us consider a scenario wheres increasing

whenz; = 2o = x3 = 0 and the summation af; andx; is
fixed. We set the summation af, + x5 = 150, 120, or 90,
and observe the function curve of certainty changes in Fig. 5
In general, we can have the following theorem.

Theorem 2 If the summation of; andzx; (i # 7) is fixed (i.e.
sum = x; +x; andsum is fixed), given the fixed all the other
number of rating, the certainty of ratings is increasing whe
x; < sum/2; otherwise, the certainty of ratings is decreasing
whenz; > sum/2.

In addition, let us consider a scenario whereandz; are
increasing whem; = zo = x3 = 0.

In Fig. 6, whenz, is fixed andx; = 22 = z3 = 0, the
certainty of ratings increases wiify. Meanwhile, whens is
fixed andr, = zo = 23 = 0, the certainty of ratings increases
with z4. Also, we can observe that the plane of certainty func-
tion is symmetric with the plane of, = z5. Moreover, we
can have the following theorem.

Theorem 3 c(x;, zj, Tk, X1, Tm) = (T4, Tk, Ti, Ti,y Tp) TOr
fixed z, z; andz,,.

Furthermore, let us consider a scenario whgrandx s, are
increasing when:; = 2 = 0 andzs = 10. The properties in
Fig. 7 are similar to the ones in Fig. 6. Hence, we can have
the following theorem.

Theorem 4 The certainty of ratings increases with, the
number of occurrences of ratimg given the fixed all the other
number of rating.



Certainty

150

100

Number of rating rg=1: x; 0o Number of rating r,=0.75: ,

Figure 7: Certainty withe, andzs whenxz; = 2o = 0 and
r3 = 10

Table 2: Trust estimation of service components

S A B C D F | L M Q
c [ 083[ 089|089 088 062 088 | 0.62 | 0.87 | 0.89 | 0.82
a | 098 [ 073 0.73| 048 | 0.7 0.78 | 0.73 | 0.88 [ 0.75 1
B 0 0 0 0.03 | 0.13 0 0.05 0 0 0
t 0.80 | 0.65 | 0.64 | 042 | 043 ]| 069 | 045 | 0.76 | 0.67 | 0.82
w | 020 | 0.35]| 0.36 | 0.56 | 0.49 | 0.32 | 0.52 | 0.24 | 0.33 | 0.18
d 0 0 0 0.02 | 0.08 0 0.03 0 0 0

The above theorems show how certainty, which is important
to determine the trust according to Definition 5, evolveswit
respect to increasing the number of occurrences of a rating u
der different conditions. Following these theorems, aiserv
client who wishes to achieve a specific level of certainty can
know how many trust ratings would be needed under a certain
condition, or the client can iteratively ask the trust masag
ment authority to compute certainty to see if it has reaclmed a
acceptable level.

5.2 Subjective Trust Inference Experiment

In this section, we take the service execution fI&EP in
Fig. 3 as an example to illustrate the computational detdils
our subjective trust inference method.

Trust Estimation of Service Component In this experi-
ment, all the ratings of service components are taken from
Epiniong and are listed in Table 1.

Following Definitions 3, 4 and 5, with the ratings listed in
Table 1, the certainty, positive expected probability, nega-
tive expected probability, trustt, uncertainty, and distrust!
can be calculated respectively and listed in Table 2. Adogrd
to Table 2 and Property 1, every rating of a service component
can be judged as distrust, uncertainty or trust. Please tefe
Example 2 for details.

Subjective Trust Inference Method The trust dependency
can be evaluated (as illustrated in Example 3), and the com-
puted results are listed in Table 3. The trust of servicedavo
tion root.S can be computed based on the ratings directly (as
illustrated in Example 2), anB(ts) = 1.

Following the graphical inference method proposed in Sec-
tion 4.2, the subjective global trust value of tBEFin Fig. 3,
P(tser), can be evaluated by Eq. (8) aidtser) = 0.3328.

6 Conclusions

In this paper, firstly, our proposed subjective trust estioma
method for service components is based on Bayesian infer-
ence, which is a component of subjective probability theory
This novel method can aggregate the non-binary discrete sub
jective ratings given by service clients and keep the subjec
tive probability property of trust. In addition, the trustgkn-
dency caused by service invocations is interpreted as eondi
tional probability, which is evaluated based on the subject
trust result of service components. This novel interpietat

Table 3: Trust dependency BEF

Pltalts) | 1 | PGplta) | 1 | PGLIiD Aty At7) | 065
P(iplts) | 08 | P(ipltg) | 08 P(tolts Atar) T
Pltclts) | 1 | P(ltc) | 065 Pltaltr) 1

makes it feasible to deal with invocation structures with-su
jective probability theory. Furthermore, on the basis abtr
dependency, a subjective trust inference method, graghica
ference method, has been proposed to evaluate the subjectiv
global trust of a composite service.

In our future work, with our subjective and global trust in-
ference model, efficient algorithms will be studied for trus
oriented composite service selection and discovery.
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